Amendments to the Claims; 



This listing of claims will replace all prior versions, and listings, of claims in the 

application: 

Listing of Claims; 

1 . (currently amended) An electronic device for cryptographic processing, 
comprising 

at least two electronic circuits coupled via a connection means, wherein the 
connection means is arranged for transferring data signals between the two electronic 
circuits, characterized b y wherein the data signals convey protected information, and 

a monitoring circuit arranged to monitor a deviation in the capacitance of the 
connection means and to generate an alert signal if the deviation exceeds a predetermined 
value. 

2. (original) An electronic device for cryptographic processing according to claim 1, 
wherein the monitoring circuit is arranged to monitor the data signals transferred via the 
connection means and to compare a monitored signal with a reference signal. 

3. (original) An electronic device according to claim 1, wherein the electronic 
circuits comprise a logical circuit and a storage element arranged to store data output by 
the logical circuit. 

4. (original) An electronic device according to claim 2, wherein the monitoring 
circuit is a propagation delay detection circuit. 

5. (original) An electronic device according to claim 2, wherein the monitoring 
circuit is a slew-rate deviation detection circuit. 
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6. (original) An electronic device according to claim 1 , wherein the monitoring 
circuit is arranged to monitor a value of the capacitance of the connection means and to 
compare the monitored value with a reference value. 

7. (original) An electronic device according to claim 2, wherein the reference signal 
is derived from a Monte-Carlo analysis performed on the elecfronic device. 

8. (previously presented) An electronic device according to claim 2, wherein the 
electronic device further comprises a dummy electronic circuit having at least a dummy 
connection means with a capacitance comparable to that of the connection means, and 
wherein the monitoring circuit is ftirther arranged to determine the reference signal by 
monitoring the dummy connection means when transferring a data signal identical to that 
fransferred via the connection means. 

9. (original) An electronic device according to claim 1, wherein the electronic device 
is fiirther arranged to use the alert signal to power down at least a part of the electronic 
device. 

1 0. (cijrrently amended) A method for cryptographic processing, using an electronic 
device comprising at least two electronic circuits coupled via a connection means, 
comprisin g the stop of 

transferring data signals between the two electronic circuits via the connection 
means , charact e riz e d in that th e m e thod fiirth e r compris e s th e steps of: wherein the data 
signals convey protected information, 

monitoring a deviation in the capacitance of the connection means , and 
generating an alert signal if the deviation exceeds a predetermined value. 

1 1 . (new) An elecfronic device according to claim 1 , wherein the monitoring circuit is 
fiirther configured to generate the alert signal in response to detection of a probe 
electrically coupled to the connection means, wherein the probe is electrically coupled to 
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the connection means to gain unauthorized access to the protected information conveyed 
by the data signals. 

12. (new) An electronic device according to claim 4, wherein the propagation delay 
detection circuit is configured to: 

perform a comparison of a plurality of signal values of the monitored signal with 
a plurality of signal values of the reference signal, and 

detect a propagation delay between the monitored signal and the reference signal 
based on the comparison of the signal values of the monitored signal and the reference 
signal. 

1 3 . (new) An electronic device according to claim 5, wherein the slew-rate deviation 
detection circuit is configured to: 

perform a comparison of a plurality of signal values of the monitored signal with 
a plurality of signal values of the reference signal, and 

detect a slew-rate deviation between the monitored signal and the reference signal 
based on the comparison of the signal values of the monitored signal and the reference 
signal. 

14. (new) An electronic device according to claim 1 , wherein the monitoring circuit is 
fiirther configured to monitor the deviation in the capacitance of the connection means by 
monitoring two or more properties related to the capacitance of the connection means, 
wherein the properties related to the capacitance of the connections means comprise 
capacitance, propagation delay, and slew-rate deviation. 

15. (new) An electronic device according to claim 1, wherein the connection means 
comprises a bus having a plurality of address bit lines and a plurality of data bit lines. 

16. (new) An electronic device according to claim 15, wherein the monitoring circuit 
is further configured to monitor all of the address and data bit lines of the bus. 
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17. (new) An electronic device according to claim 15, wherein the monitoring circuit 
is fiirther configured to generate a plurality of alert signals, including up to one alert 
signal for each address bit line and data bit line that is monitored, wherein the monitoring 
circuit further comprises logic gates to combine the plurality of alert signals into a single 
alert signal and to output the single alert signal. 

18. (new) A method according to claim 10, wherein monitoring the deviation in the 
capacitance of the connection means further comprises monitoring a propagation delay 
between the monitored signal and a reference signal, the method further comprising: 

performing a comparison of a plurality of signal values of the monitored signal 
with a plurality of signal values of the reference signal, and 

detecting a propagation delay between the monitored signal and the reference 
signal based on the comparison of the signal values of the monitored signal and the 
reference signal. 

19. (new) A method according to claim 10, wherein monitoring the deviation in the 
capacitance of the connection means fiirther comprises monitoring a slew-rate deviation 
between the monitored signal and a reference signal, the method further comprising: 

performing a comparison of a plurality of signal values of the monitored signal 
with a plurality of signal values of the reference signal, and 

detecting a slew-rate deviation between the monitored signal and the reference 
signal based on the comparison of the signal values of the monitored signal and the 
reference signal. 

20. (new) A method according to claim 10, wherein monitoring the deviation in the 
capacitance of the connection means further comprises: 

directly monitoring a capacitance of the coimection means, and 
comparing the capacitance of the connection means to a threshold. 
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